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v @@ o Qué es la criptografia? — Tipos de Algoritmos
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it o Quée es la criptografia? — AES

AES : Advance Encryption Standard




it o Quée es la criptografia? — AES
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1 Round keys
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transformation | K, Cipher key
| (128, 192, or 256 bits)
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Key Expansion: https://www.brainkart.com/article/AES-Key-Expansion 8410/



https://www.brainkart.com/article/AES-Key-Expansion_8410/

ETAPA INICIAL: AddRoundKey

RONDAS:

- SubBytes

- ShiftRows

- MixColumns
- AddRoundKey

RONDA FINAL.:
- SubBytes
- ShiftRows
- AddRoundKey




it o Quée es la criptografia? — AES

ETAPA INICIAL: AddRoundKey
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ETAPA INICIAL: AddRoundKey
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v @@ o Qué es la criptografia? — AES
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vt (@ ¢ Es posible romper el AES? - SCA

SCA: Side Channel Attack

Data in —e - —e Leakage out
u Plaintext ! @ Timing
R VN Current
"‘:-__ EBE Heat
Secret Key

\ |||, Electromagnetic
emission




Jochen-Hoenicke.de

Extracting the Private Key from a
TREZOR

... With a 70 $ Oscilloscope

https://jochen-hoenicke.de/crypto/trezor-power-analysis/



https://jochen-hoenicke.de/crypto/trezor-power-analysis/
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. PODRIAMOS UTILIZAR
DEEP LEARNING
COMO METODO DE
SIDE-CHANNEL ATTACK?




MACHINE LEARNING -

INPUT

FEATURE EXTRACTION

DEEP LEARNING-
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HIDDEN
NEURONS

FEATURE EXTRACTION + CLASSIFICATION

CLASSIFICATION

OUTPUT

CAR

Color: Red
Make: Ford
Model: Mustang

OUTPUT




SCA INFORMATION

DEEP LEARNING

Datain — n — Leakage out —
NEURONS

ﬂ Plaintext '@‘ “min
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—~ .'B'. Heat
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RECOLECCION DE INFORMACION

ATACAR




SCA + Deep Learning: ¢Como aplica a AES?

RECOLECCION DE INFORMACION

\_\_
1. Start
collection
|
Encryption Oscilloscope

Oscilloscope
probe
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key key PT

subbytes_in _|_ ./
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SBOX

sub_bytes_out




¢, Qué es SCAAML?

b SCAAML

SIDE CHANNEL ATTACKS
ASSISTED WITH MACHINE LEARNING

https://github.com/qoogle/scaaml . E F C



https://github.com/google/scaaml

1.Instalacion de SCAAML - Librerias de Python

2.Instalacion de los DataBase + Models
3. Ejecucion del Tutorial — Instalacion Jupyter Notebook

4. Evaluacion del Tutorial — Ejecucion en Directo

5.Ruptura AES128




1. Clonar el repositorio:
git clone github.com/google/scaaml/

2. Instalar el paguete SCAAML
python3 setup.py develop

3. Instalar el resto de paguetes manualmente ...




Partes del tutorial: Instalacion DataBase + Models

1. Descargar DataBase:
https://storage.googleapis.com/scaaml-public/scaaml intro/datasets.zip

2. Descargar Models:
https://storage.googleapis.com/scaaml-public/scaaml intro/models.zip

3. Copiar todo en la carpeta scaaml_intro/



https://storage.googleapis.com/scaaml-public/scaaml_intro/datasets.zip
https://storage.googleapis.com/scaaml-public/scaaml_intro/models.zip

@9 ie- Partes del tutorial: Instalacion Jupyter Ngt‘éToook

1. Instalar Jupyter:
Pip3 install jupyter
Pip3 install jupyterlab

2. Ejecutar Jupyter:

root@eros-VirtualBox: fhome/eros/scaaml# jupyter lab --allow-root
jupyterlab | extension was successfully linked.
nbclassic | extension was successfully linked.
notebook shim | extension was successfully linked.
notebook shim | extension was successfully loaded.
JupyterLab extension loaded from fusr/local/lib/python3.10/dist-packages/jupyterlab
JupyterLab application directory is fusr/flocal/share/jupyter/lab
jupyterlab | extension was successfully loaded.
nbclassic | extension was successfully loaded.
Serving notebooks from local directory: [home/eros/scaaml
Jupyter Server 1.18.8 is running at:
http://localhost:8888/1lab?token=483b833b7d1d34b15666347bddbae82dda2de5682d600a18
or http://127.0.0.1:8888/1ab?token=483b833b7d1d34b15666347bddbae82dda2de5682d600018
Use Control-C to stop this server and shut down all kernels (twice to skip confirmation).

To access the server, open this file in a browser:
file:/f/rootf.local/share/jupyter/runtime/jpserver-11982-open.html
Or copy and paste one of these URLs:
http://localhost:8888/1lab?token=483b833b7d1d34b15666347bddbae82ddazdes682d600018
or http://127.0.0.1:8888/1ab?token=483b833b7d1d34b15666347bddbae82dda2de5682d600018




Nos vamos a la maquina virtual ...
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zite Partes del tutorial: Ruptura AES128

# check that everything worked out: the recovered key match the real keys
hex display(real key, 'real key')
hex display(recovered key, 'recovered key')

real key 12 9E AB 6C 86 12 B> 93 84 53 E4 41 92 FC 2C 5A
recovered key 13 9E AB &6C 86 12 B5 93 B84 53 E4 41 92 FC 2C 5A




DEFINIR
PUNTO
DE
ATAQUE

m—)

METODOLOGIA
MODELO

LR <

TensorFlow Keras

ENTRENAMIENTO

1234567890 6

41 171

—)

ATACAR




v @@ ¢ Se puede aplicar a otros algoritmos?

ChipWhisperer

Glitch Setup
width: 10.0%
Fine: 0 e
DCM: oftset: 10.0% A A
UNLOCKED Fine: 0
output Status

https://www.newae.com/ https://rtfm.newae.com/




1. ¢Se puede aplicar en el RSA? (asimétrico)
1. Definir Puntos de Ataque
2. Recopilar informacion de Power - ChipWhisperer
3. Generar modelos de DL — Tensorflow (Python)

2. ¢,Se puede aplicar en algoritmos criptograficos post-
cuanticos (NTRU / Kyber / Saber / etc ... ) ?
1. Definir Puntos de Ataque
2. Recopilar informacion de Power - ChipWhisperer
3. Generar modelos de DL — Tensorflow (Python)




i Muchas Gracilas !

camacho@imse-cnm.csic.es

@ https://elie.net/blog/security/hacker-quide-to-deep-learning-side-channel-attacks-the-theory/



https://elie.net/blog/security/hacker-guide-to-deep-learning-side-channel-attacks-the-theory/

