El alto precio de lo gratuito
10 motivos para (pre)ocuparnos

de nuestra privacidad en internet
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Las TIC organizan
nuestro dia a
dia. ..



British Airways cancela sus vuelos por un fallo informatico
ante la indignacion del pasaje

EFE | Londres | 27 may. 2017
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ATAQUE INFORMATICO »

El Gobierno confirma un ciberataque masivo a empresas
espaifiolas

El Instituto Nacional de Ciberseguridad informa de que las primeras fases del virus que ha afectado a
Telefonica y otras compatiiias han sido mitigadas

00® ©&@E

Madrid -

Una decena de grandes empresas espafiolas de servicios sufrieron este viernes un ciberataque

- masivo a través de un virus malicioso, de tipo ransomware, que bloquea los equipos y solicita un
RAMON MUNOZ 2o £ g
rescate para desbloquearlos. La compania mas afectada fue Telefdnica, ya que varios centenares de

v ordenadores de su sede central del Distrito C de Madrid se vieron infectados. El Gobierno reconocié el
ataque y se puso en contacto con las empresas afectadas para evaluar el impacto del mismo. Tanto
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¢ Quién me asegura que la clave publica
es vdlida?




¢ Quién me asegura que la clave piiblica
es vdlida?




¢ Quién me asegura que la clave publica
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Centralizacion de
la conflanza
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Correo electrénico &
Almacenamiento de informacion
Redes sociales

Sistemas de recomendacion (—
influencers)

OSINT

Criptomonedas (— desregulacion)
El mundo de las apps

Noticias y contenido

Sistemas de control de versiones de
codigo fuente (software)

Software gratuito



Correo electronico

https://www.washingtonpost.com/technolog
tracking-privacy/

» https://proton.me/blog/google-privacy-
problem


https://www.washingtonpost.com/technology/2022/02/01/email-tracking-privacy/
https://www.washingtonpost.com/technology/2022/02/01/email-tracking-privacy/
https://proton.me/blog/google-privacy-problem
https://proton.me/blog/google-privacy-problem

Algunas recomendaciones

» Evitar usar el correo personal para
interacciones puntuales, de corta
duracién: distinguir entre cuentas de
correo de larga duracion vs. cuentas de
corta duracion

» Servicios de correo temporal:
https://temp-mail.org/en/,

https://www.mailinator.com/, etc.
» Emplear servicios de gestion de
contrasenas calientes (pero no almacenar
alli contrasenas de servicios personales
criticoc) Por eiembdlo Rliir Abhine


https://temp-mail.org/en/
https://www.mailinator.com/
https://www.abine.com/
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Yes 64% A No 36%

Make your vote Participants 111 .
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[\ Ludwig siegele, The Economist's

technology editor
Ludvig Siegele is The Economis’s technology
itor. He joined the newspaper as US

technology correspondent in 1998 In 2003 he

[ |

Simon Crosby, Co-founder and chief
technology officer (CTO) of Bromium
Inc.

Simon Crosby is aco-founder and chif
xrchnn!n;\ officer (CTO) of Bromium Inc.

wentto por
relocated to London in 2008 to cover the IT
industry until 2011, and then ran part of The

carcerin 1990 as the Paris business
correspondent of Die Zei, a Germany weekly.

Resaltartodo  Coincidencia de mayisculas/minsculas  Mas de 100 aciertos

it  which cnables
P to defend themsehes by design romall
‘malware. Previously he was CTO, data centre
and cloud, at Citrx Systems, which acquired
XenSource, where he was co-founder and
CTO; a principal engineer at ntel, where he
led strategic research on platformsecurity and.

m

Bruce Schneier, Chief technology

officer at Resilient Systems

Bruce Schneier is asecurity technologis, Heis

chicf technology offcerat ResTient Systems,
firm,afellow at Harvard

University’s Berkman Center and a board

‘member of the Electronic Frontier Foundation

(EFF). His latest boo i “Data and Golith: The

Hidden Battls o Colleet Your Data and Control

Your World". He blogs and tweetsat
@schneerblog.
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Simon Crosby, Co-founder and chief
technology officer (CTO) of Bromium

Inc.
26th May 2015
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Alejandro Sanchez-Gomez, Jesus Diaz,
Luis Hernandez Encinas, et al. (2017).
“Review of the Main Security Threats and
Challenges in Free-Access Public Cloud
Storage Servers”. In: Computer and Network
Security Essentials. Ed. by K. Daimi. Vol. In
Press. Studies in Computational Intelligence.
Springer Berlin Heidelberg
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Esquema de confianza nulo

» Solo confio en la nube para almacenar
informacion

» No me fio de que pida consentimiento
expreso para descifrar y ver mi
informacion: 2, privacidad 2,

» No me fio de que modifique el contenido
cifrado solo con mi consentimiento



€ ProtonMail

sed i Switzerland,
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» Proteccidn de privacidad mediante
proteccion de confidencialidad
1. Cifrado homomorfico < proveedor
compatible (e.g., CryptDB)
2. Cifrado por parte del cliente (usuario final)
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Esquema de confianza nulo

» Proteccidn de privacidad mediante

proteccidn de confidencialidad
» Verificacion de la integridad
» Uso de firmas digitales
» Proteccién de la disponibilidad

» No depender de un unico sistema cloud de
almacenamiento

» Politica de redundancia de informacion:
copias en varios cloud



Alejandro Sanchez-Gomez, Jesus Diaz, and
David Arroyo (2017). “Encrypted Cloud: a
software solution for the secure use of
free-access cloud storage services”. In: The
10th International Conference on
Computational Intelligence in Security for
Information Systems CISIS 2017, Accepted.
In Press
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Sistemas de recomendacion: efecto
burbuja y cdmara de eco




Burbujas

Actitudes, emociones, relaciones
sociales e interacciones mediadas
por Internet, redes sociales y, sobre
todo, por el condicionamiento
derivado de algoritmos
personalizados (economia de la
atencion, perfilado, capitalismo de
plataforma)

Contenido cognitivo, epistémico
determinado bioldgica, cultural e
histéricamente (autoridades,
paradigmas, presion de grupo,
tradiciones, etc.)
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by Daniel E. Geer, Jr DANIEL E. GEER, JR.
Friday, February 2, 2018

B CLICK HERE TO DOWNLOAD .PDF

P and
interdependence is the source of black swan events. The benefits of digitalization are not transitive, but the risks are. Because
single points of failure require miltarization socletal frank the
number of such single points of faiure s a national security obligation. Because cascade failure ignited by fandom faults is
quenched by redundancy, whereas cascade failure ignited by sentient opponents is exacerbated by redundancy, (preservation
of) uncorrelated operational mechanisms is likewise a national security obligation.

A Rubicon by Hoover Institution on Soribd
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OSINT: Open-source intelligence

The .
g = M Weekly editi v
Economist [t A

Leaders | The people’s panopticon

The promise of open-source
intelligence

It is a welcome threat to malefactors and governments with something to hide

[k Long

Aug 7th 2021 (Updated Aug 10th 2021) «, Share @



OSINT: Open-source intelligence

WE ARE
BELLINGCAT

GLOBAL CRIME,
OHLINE SLEUTHS,
AND THE BOLD
FUTURE OF NEWS

ELIOT HIGGINS




Sobre robots.txt

» Archivo de texto en el que se indican
paginas web de nuestro sitio que no
queremos que aparezcan en buscadores
(Google, Bing, etc.)

» El fichero es de acceso publico, al igual
que las direcciones de las paginas web
qgue estan en robots.txt
Por defecto, un atacante va a examinar
toda la informacidn disponible ...

https://www.securityinet.com/
securitv—-value—-of—-robots—txt—t 1mc@®]


https://www.securityinet.com/security-value-of-robots-txt-time-bomb-security-flaw/
https://www.securityinet.com/security-value-of-robots-txt-time-bomb-security-flaw/




Peligro de las fuentes abiertas de datos

» Ataques por ingenieria social
» Busqueda de cédigo vulnerable

» Common Vulnerabilities and Exposures
» Packet Storm Security

» Bases de datos de vulnerabilidades

» Exploits as a Service ¥

» Ingenieria Social = phishing, spear
phishing — ransomware


https://cve.mitre.org/
https://packetstormsecurity.com/

Thomas Ryan (2010). “Getting in bed with
Robin Sage”. In: Proceedings of the Black
Hat Conference, p. 8

facebook

Robin Sage

® Studied at lowa State University

| Work and Education
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Julian Cohen (2014). “Contemporary
Automatic Program Analysis”. In:
Proceedings of the Black Hat Conference, p. 8



Felix Fischer et al. (n.d.). “Stack Overflow
Considered Harmful? The Impact of Copy &
Paste on Android Application Security”. In:
Proceedings of the 2017 IEEE Symposium on
Security and Privacy - Oakland 2017 (to

appear)



Aylin Caliskan-Islam et al. (2015).
“De-anonymizing programmers via code
stylometry”. In: 24th USENIX Security

Symposium (USENIX Security), Washington,
DC



Alemania aconseja ala poblacion hacer acopio
de aguay alimentos para diez dias ante la crisis
de suministros

Fideos, arroz, azticar, conservas -de verduras, carne, pescado o productos listos
para su consumo-, miel, sal o vinagre son algunos de esos alimentos

Noticias relacionadas

Sueciay Finlandia firman el
protocolo de adhesionala OTAN

Radrigo Isasi Arce

EICOlftriplicara suayudaalos
deportistas ucranianos para que
puedan «alzar alto» su bandera

RTO.

Las mejores proteinas para acelerar
elmetabolismo a partir de los 40
anos

Maria Palmero

E| Gobierno aleman ha recomendado hacer acopio de alimentos y bebidas | Ren Pengfel

o Alejandra Garcia Navia Zelenski asegura que Ucrania

recuperara Lisichansk y los

® Publicado: 02/06/2022 » 1318 - .
territorios en manos rusas



¢ Estd debidamente contextualizada la
noticia?

Hagamos uso de Google Dorks:

"viveres” intitle:Alemania

after:2016-01-01 before:2017-01-01




Al & Images @ Maps @ News [ Videos i More Tools

About 30 results (0.43 seconds)

hitps:/fwww.elconfidencial.com » sab... - Translate this page

¢ Nos ocultan algo? Alemania urge a su poblacion a hacer ...
Sep 6, 2016 — Alemania urge a su poblacion a hacer acopio de agua y viveres. El
nuevo plan del pals germano nos tiene a todos en vilo, pues es el mas serio y radical
que ...

https:/iwww.elmundo.es » 2016/08/23 - Translate this page  §

Alemania se abastece desde hace afios ante el riesgo de ...
Aug 23, 2016 — El Gobierno aleman se aprovisiona de viveres desde hace afos ante el riesgo
de que el pals sea victima de una eventual situacion de crisis, ha informado ...

https:/iwww.lavozdegalicia.es ; noticia - Translate this page

Alemania pide a sus ciudadanos que se abastezcan ante el ...

Aug 22, 2018 — Solicita a los alemanes que se aprovisionen de viveres para diez dias y agua

para cinco. La oposicién ha criticado las medidas por crear alarma y fomentar ...
hitps://www.lavozdegalicia.es » noticia - Translate this page  §

La venta de kits de supervivencia se dispara en Alemania
Aug 28, 2016 — Aungue en realidad no es sino una frase hecha para llamar al
aprovisionamiento de viveres. Y es que el plan de defensa civil que acaba de aprobar el ..

hitps:fiwww.dw.com » gobierno-ale... - Translate this page
Gobierno aleman acuerda nuevo plan de proteccién civil - DW



Presidentes y consortes de todos los paises

SELECT ?p ?pLabel ?ppicture ?w ?wLabel ?wpicture WHERE {
BIND(wd:Q183 AS ?country)
?country (p:P6/ps:P6) ?p.
?p wdt:P26 ?w.
OPTIONAL {
?p wdt:P18 ?ppicture.
?w wdt:P18 ?wpicture.

SERVICE wikibase:label { bd:serviceParam wikibase:language TAUTO_LANGUAGE],en”. }



https://tinyurl.com/3wm4h9wc

Paises que tienen un enlace de sitio a
en.wiki

SELECT ?country ?countrylLabel ?article WHERE {

}

?country wdt:P31 wd:Q3624078 .
?article schema:about ?country .
?article schema:isPartOf <https://en.wikipedia.org/>.

SERVICE wikibase:label {
bd:serviceParam wikibase:language "en”
}



https://tinyurl.com/2p8undee

Criptomonedas — desrequlacion
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Descentralizacién o acto de fe I

» Elevado volumen de estafas piramidales:
dificultad de realizar atribucion

» Complejidad de uso: si se pierden las
claves criptograficas se pierde todos

» Internet es un medio distribuido pero no
descentralizado

» En el caso de la mineria (PoW), existe un
numero muy pequeno de actores con alta

capacidad de computo



Descentralizacion o acto de fe 11

» En el caso de la mineria: elevadisimo
consumo energético
» Pregunta: ;inviertes en bolsa?

You

» Pregunta: ;qué es invertir?



https://www.youtube.com/watch?v=WB6Des8xwh8

Descentralizacion o acto de fe 111

"Stop going for the easy buck and
start producing something with your
life. Create, instead of living off the
buying and selling of others.” Carl Fox
(Martin Sheen). Classic line from the
Wall Street screenplay by Oliver Stone
and Stanley Weiser



El mundo de las apps

» Android esta configurado mediante un
sistema de control de acceso centrado en
aplicaciones

» Permisos sensibles requieren
autorizacién explicita por parte del
usuario

» En el caso de apps preinstaladas no se
requiere consentimiento expreso

» Ademas, existen riesgos como codigo
débil. secuestro de aplicaciones. etc.


https://elpais.com/tecnologia/2019/03/17/actualidad/1552777491_649804.html

3 Problemas de lo gratuito

El mundo de las apps
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Total Mobile phone

Portable computer (*) Device other than a mobile phone or

portable computer
Whole populalion  mYoung people (16-29)

(") Laptop, notebook, netbook or tablet computer.
Source: Eurostat (online data code: isoc_ci_ifp_pu)




Personas que no eran usuarios de PCs, hoy
en dia usan moviles

.
w:] f I
AW

1http:
//www.mediapost.com/publications/article/209366/
seniors—are-now-the-growth-opp-for-mobile.html @@


http://www.mediapost.com/publications/article/209366/seniors-are-now-the-growth-opp-for-mobile.html
http://www.mediapost.com/publications/article/209366/seniors-are-now-the-growth-opp-for-mobile.html
http://www.mediapost.com/publications/article/209366/seniors-are-now-the-growth-opp-for-mobile.html

Desde el punto de vista de una organizacién

» Ventajas potenciales en términos de
productividad

» Riesgo de exposicion de datos sensibles

smartphones = dispositivo portatil de computo =
se pierden y son robados con cierta facilidad 2

®http://edition.cnn.com/2012/03/20/tech/mobile/
lost-smartphones-security/


http://edition.cnn.com/2012/03/20/tech/mobile/lost-smartphones-security/
http://edition.cnn.com/2012/03/20/tech/mobile/lost-smartphones-security/

La geolocalizacién y sus demonios. . .

» https://www.mylnikov.org/
archives/1170

» Fake GPS

» PinMe: Tracking a Smartphone User
around the World


https://www.mylnikov.org/archives/1170
https://www.mylnikov.org/archives/1170
https://play.google.com/store/apps/details?id=com.lexa.fakegps&hl=es
https://arxiv.org/abs/1802.01468
https://arxiv.org/abs/1802.01468

Mobile Device Management

» Conjunto de herramienta para establecer
una politica de seguridad



Mobile Device Management
» Conjunto de herramienta para establecer
una politica de seguridad

» Evitar la instalacion de software no
autorizado
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moviles



Mobile Device Management

» Conjunto de herramienta para establecer
una politica de seguridad

» Evitar la instalacién de software no
autorizado

» Habilitar el borrado remoto de dispositivos
moviles

» Deshabilitar intefaces de conexién
peligrosas (bluetooth, NFC)



Mobile Device Management

» Conjunto de herramienta para establecer
una politica de seguridad

» Evitar la instalacion de software no
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» Habilitar el borrado remoto de dispositivos
moviles

» Deshabilitar intefaces de conexién
peligrosas (bluetooth, NFC)

» Impedir la conexidén a puntos de acceso

maliciosos (rogue access points) @



Mobile Device Management

» Conjunto de herramienta para establecer
una politica de seguridad

» Evitar la instalacion de software no
autorizado

» Habilitar el borrado remoto de dispositivos
moviles

» Deshabilitar intefaces de conexién
peligrosas (bluetooth, NFC)

» Impedir la conexidén a puntos de acceso

maliciosos (rogue access points) @
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"l have your MRI results. Half your brain is clogged
with passwords and the other half is clogged with
user names."”






Password Change Sign
Up sheet

If you'd like to change your password please fill
out the form below and we will change your
password on the system you indicate.

—_—— ==
|Fn|| Mame | System (Yardi, email, ect ) Currentpassword [New Passwar'd

™ i et e
!‘Cl's dh ;j e .‘xm ﬁ‘jsﬁy{c 11(42 dllu oo

uowc g%zl |izg‘ y e
Ll'msk j—_{’ S, PAS-S‘—”-"H'() ‘/,PASSK,U( q
G € | - Mimm
‘JEZ_MMI Mﬂjs_‘l e il 1
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Politica, contrasefias . ..




Identificacion # Autenticacion

B media.ccc.de/v/35c3-9545-venenerkennung_hacken

@ media.ccc.de




Cifrado de informacion
OpenKeychain: Easy PGP

Cotech - Confidential Technologies Comunicacion *okkky 2443 &
E PEGI3

Ofrece compras en la aplicacién
A\ Mo tienes dispositivos.

E Afiadir a la lista de deseos

® O T wd Erans L O 4 D aas
= OpenKeychain o = OpenKeychain =1
My Ky 3 ke My Kieys 3 ki
Alica — Alica —-
T T — = aieaERTAmp com =
[ [
EncryptDecrypt ?{;‘;le«nqﬂem e mmwm e

RS .

Identities

allce@example.cor
alice




Gestores de contraserias

Password Store

Zeapo Productivity *
E PEGI3

A‘mu don't have any devices.

[}] Add to wishlist

01z

PasswordSt.. = [

Password Store

socle/ 9 fagesoak o
twitter
L] social B pwitter
N Easvword TqIVAET A YDRNDS £
= gmail
[r— o
my_user
Exirn contust:
wiernane: ay_u



Mis alla. ..

- mié 1239 9

3 Navegador v

Actividades

privacytools-es - cifrado contra la vigilancia masiva @ - Mozilla Firefox

privacytools-es -cifrado c

> c oa victorhck.gitlab.o; B9 4% a mnoomPAAAe

& Software de sincronizacién segura de archivos

SparkleShare Syncthing
SparkioShare crea una carpeta Syncihing reemplaza servicos en
especial en tu equipo. Puedes h Ja ube y sincrontzacién con algo
anadr de manera remola ablerto, confiable y
carpetas (o “proyecios’) a esia descentralzado. Tus datos son
carpeta. Este proyecto | S5lotus datos y tu deseas
automdtcamente se mantendra escoger donde amacenarlos, s
sincronizado tanfo en o “host* como en todos los Son compartdos con terceros y como son
“pares* cuando algulen afada, elimine o ecie ¢l ‘ransmitdos por Iemet

o

Vale la pena mencionar

o gitamex hivos med sin comprobar archivos en git Mientras que esto puede resultar paradjco, es muy dul cuando manefas
archivos mas grandes de los que puede actuamente utlizar gt. ya sea debido a Imitaciones en memora, tlempo o espacio de disco.

& Software de gestién de contrasefas

Siactualmente estés utilizando software de gestor de contrasefias como 1Password, LastPass, Roboform o iCloud Keychain deberias escoger una de las opciones
que aqui se presentan.

KeePass /KeePassX - Local LessPass - Navegador

KeePass es un gestor de /\ LessPass es un gestor de —
contrasefas lbre v de codiao contrasenas libre v de cidiao




Software Qratuito

=
Last week, Sonatype discovered multiple Python packages that not only exfiltrate your secrets—AWS

credentials and environment variables but rather upload these to a publicly exposed endpoint.

These packages were discovered by Sonatype's automated malware detection system, offered as a

0 Sonatype Products + Solutions + Pricing Resources ~ Compa

* loglib-modules — appears to target developers familiar with the legitimate 'loglib' library.
* pyg-modules — appears to target developers familiar with the legitimate 'pyg' library.
¢ pygrata — unknown target

* pygrata-utils — unknown target; contains identical malicious code to that seen in 'loglib-
modules'

 hkg-sol-utils — unknown target



Recomendaciones

» Verificar fuentes
» Emplear herramientas/servicios de

analisis estatico/dinamico de codigo:

Virus Total
» | & .G, a; 1 A0


https://www.virustotal.com/gui/home/upload







Navegacion segura

» AGoogle Chrome

» slgFirefox
https://www.privacytools.io/#browser
Requestmap


https://www.privacytools.io/#browser
https://requestmap.herokuapp.com/

Configurar Firefox

11 Default Firefox Settings You Should
Change If You Care About Your Privacy

Stop Firefox’s data collection

Remove unnecessary information from
the home screen

Change the default search engine

ange If You Care Abol

All Slides
Review search suggestions in Firefox
Switch to more secure HTTPS websites
Stop websites from annoying you

Clear your browsing history and
cookies

9.

10.

N

Enable tracking protection

Switch to a better password manager

Get privacy-friendly add-ons

A few final changes


https://lifehacker.com/11-default-firefox-settings-you-should-change-if-you-ca-1848626750/slides/2

http://www.informationisbeautiful.
net/visualizations/
worlds—-biggest—-data-breaches-hacks/

World's Biggest Data Breaches

Selected losses greater than 30,000 records
ipdated 11th August 2015)



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Necesidad de soluciones integrales I

» have i been pwned? Check if you have an
account that has been compromised in a
data breach #

» 'Worse Than KRACK’ — Google And
Microsoft Hit By Massive 5-Year-Old
Encryption Hole #

» Vietnamese researcher shows iPhone X
face ID 'hack’ #


https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://www.forbes.com/sites/thomasbrewster/2017/10/16/worse-than-krack-google-and-microsoft-patch-massive-5-year-old-encryption-hole/#78a1d6d347c3
https://www.forbes.com/sites/thomasbrewster/2017/10/16/worse-than-krack-google-and-microsoft-patch-massive-5-year-old-encryption-hole/#78a1d6d347c3
https://www.forbes.com/sites/thomasbrewster/2017/10/16/worse-than-krack-google-and-microsoft-patch-massive-5-year-old-encryption-hole/#78a1d6d347c3
https://www.reuters.com/article/us-apple-vietnam-hack/vietnamese-researcher-shows-iphone-x-face-id-hack-idUSKBN1DE1TH
https://www.reuters.com/article/us-apple-vietnam-hack/vietnamese-researcher-shows-iphone-x-face-id-hack-idUSKBN1DE1TH

Necesidad de soluciones integrales 11
» Japan researchers warn of fingerprint
theft from ‘peace’ sign #

» Hacker fakes German minister’s

fingerprints using photos of her hands #
» Side channel attacks

» Eavesdropping attacks on computer displays

IF impuise response

el

i

The quick brown fox
They apride Do e

%



https://phys.org/news/2017-01-japan-fingerprint-theft-peace.html
https://phys.org/news/2017-01-japan-fingerprint-theft-peace.html
https://www.theguardian.com/technology/2014/dec/30/hacker-fakes-german-ministers-fingerprints-using-photos-of-her-hands
https://www.theguardian.com/technology/2014/dec/30/hacker-fakes-german-ministers-fingerprints-using-photos-of-her-hands
https://www.cl.cam.ac.uk/~mgk25/iss2006-tempest.pdf
https://www.cl.cam.ac.uk/~mgk25/iss2006-tempest.pdf

Necesidad de soluciones integrales I11

» Acoustic side-channel attacks on printers #

CORRECTA ALINEACION DE
INTERESES DE NEGOCIO

RESTRICCIONES LEGALES Y
POSIBILIDADES TECNOLOGICAS


https://www.usenix.org/conference/usenixsecurity10/acoustic-side-channel-attacks-printers

Conclusiones



., De qué me fio?



¢, COmo puedo
construir una red
de confianza?






European Commission - Press release

C issi signs agr t with industry on cybersecurity and steps up efforts to tackle cyber-threats

Brussels, 5 July 2016

The Commission today launches a new public-private partnership on cybersecurity that is Expef.‘ted to trigger €1.8 billion of
investment by 2020. This is part of a series of new initiatives to better equip Europe against cyb. ks and to the
competitiveness of its cybersecurity sector.

According to a recent survey, at least 80% of European companies have experienced at least one cybersecurity incident over the last year and the
number of security incidents across all industries worldwide rose by 38% in 2015. This damages European companies, whether they are big or
small, and threats to undermine trust in the digital economy. As part of its Digital Single Market strategy the Commission wants to reinforce
cooperation across borders, and between all actors and sectors active in cybersacurity, and to help develop innovative and secure technologies,
products and services throughout the EU.

Andrus Ansip. Vice-President for the Digital Single Market. said: "Without trust and security. there can be no Digital Single Market. Europe has to
be ready to tackle cyber-threats that are increasingly sophisticated and do not recognise borders. Today, we are proposing concrete measures to
strengthen Europe's resilience against such attacks and secure the capacity needed for building and expanding our digital economy.”

Ginther H. Oettinger, Commissioner for the Digital Economy and Society, said: "Europe needs high quality. affordable and interoperable
cybersecurity products and services. There is a major opportunity for our cybersecurity industry to compete in a fast-growing global market, We
call on Member States and all cybersecurity bodies to strengthen ct ion and pool their knowled and expertise to increase

Europe's cyber resilience. The milestone partnership on cybersecurity signed today with the industry is a major step .

Today's action plan includes the launch of the first European public private partnership on cybersecurity. The EU will invest €450 millionin
this partnership, under its research and innovation programme Horizon 2020. Cybersecurity market players, represented by the European Cyber
Security Organisation (ECS0), are expected to invest three times more. This partnership will also include members from national, regional and

local public administrations, research centres and academia. The aim of the partnership is to foster cooperation at early stages of the research
e. Commissioner

Oemnger today signs the partnership with the ECSO in Slra;buurg (pnmm and videos to be available at around 12.00 CET).



Ciberseguridad: disciplina que engloba
miiltiples dominios
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Schumpeter

How real-estate barons have ridden the
tech boom

Digitisation has created unlikely winners: real-estate barons
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The Moral Character of Cryptographic Work

Phillip Rogaway, University of California, Davis

Abstract:

Cryptography rearranges power: it configures who can do what, from what. This makes cryptography an inherently
politcal tool, and it confers on the field an intrinsically moral dimension. The Snowden revelations mofivate a
reassessment of the poltical and moral positioning of cryptography. They lead one to ask if our inabilty to effectively
address mass surveillance constitutes a failure of our field. | believe that it does. | cal for a community-wide effort to
develop more effective means to resist mass surveillance. | plead for a reinvention of our disciplinary culture to attend
not only to puzzles and math, but, also, to the societal implications of our work.

Philis a Computer Science professor at the University of California, Davis. He studied cryptography at MIT (1991), then
worked as a security architect for 1BM before joining UCD in 1994. Co-inventar of ‘practice-oriented provable security,”
Rogaway’s work seeks o meld cryptographic theory and cryptographic practice in a mutually beneficial way.

Open Access Media

USENIX is committed to Open Access to the research presented at our events. Papers and proceedings are freely
available to everyone once the event begins. Any video, audio, and/or slides that are posted after the event are also free
and open to everyone. Support USENIX and our commitment to Open Access.

B BibTeX

Presentation Video







THE HUMAN usg
HUMAN BEING

CYBERNETICS AND SOCIETY

We have decided to call the entire field of con-
trol and communication theory, whether in the
machine or in the animal, by the name Cyber-
netics, which we form from the Greek yvpepvitg
or steersman. In choosing this term, we wish to
recognize that the first significant paper on feed-
back mechanisms is an article on governors,
which was published by Clerk Maxwell in 1868,

= ER and that governor is derived from a Latin corrup-
EN tion of yuPepviTne.t
NORBERT Wi ~ NORBERT WIENER

¥BEBL IEVEE

no e
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REGLAS Y CONSEJOS S
INVESTIGACION CIEN

Los ténicos de la voluntad

CAPITULO V

Enfermedades de la voluntad

Todos hemos visto profesores superiormente dotados, desbor
dantes de actividad e iniciativas, en posesion de suficientes med
de trabajo, y que, sin embargo, no realizan obra personal ni es
ben casi nunca. Sus discipulos y admiradores esperan con ar
\a obra grande, legitimadora del alto concepto que del maestre
se formaron, pero la obra grande no se escribe y el maestro cor
tinda callando.

No nos engafien el optimismo ¥ el buen deseo. A despech
del mérito excepcional y del celo y actividad desplegados e
minadas funciones docentes, dichos maestros son enfe
lavoluntad. No lo serdn acaso a los ojos del frendpata, su m orra
y dejadez no justifican todavia el diagnéstico de abulia, pero
discipulos y amigos hardn bien en considerarlos como
y en proponerles, con el respeto y dulzura debidos a su
talidad, tratamiento espiritual adecuado.

 Estos ilustres fracasados agripanse en las princips
fentes: dilettantes o contempladores, eruditos o biblid)
ik, megelflos, descertrados y 10

Contempladores.—Variedad morbosa muy frecuente er
astrénomos, naturalistas, quimicos, bidlogos y fisicos, rec
en los sintomas siguientes: amor a la contemplacion de

24, pero s6lo en sus manifestaciones estét

tblimes, las bellas formas, los colores esplénc

anormales
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https://dargcsic.github.io/
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https://dargcsic.github.io/
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